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What is it?
It's a method to localize a problem or a bug.
Why do I care?

Following the process will lead you to the root cause the
problem or bug in a reliable and repeatable way.
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Problem:

From time to time you come across situations in life that are
problems, be it ""your car won't start'', or ''some software is
buggy''. To reliably figure out the issue you need to follow a
process to understand the problem.

Many people take an adhoc approach to problem solving, this
can solve the problem but may add more problems then it
solves.
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Prepare
Document
Analyze
Change
Fix
Re-Test

Document Resolution
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1) Prepare:
Once you realize there is a problem, stop, step away, that's right do nothing.

Don't touch a thing. This 1s critical.
Think about what you are seeing, what you did to get here.
If you think you will need some hardware to work the issue get it now.

If necessary take a short break so you can focus in on the issue.




Seven Step Troubleshooting Process

2) Document Symptoms

First we are going to document how we arrived here, then we will document
the actual symptoms, you need both bits of data, they interrelate.

The first time you find a problem document everything you remember doing
to get to this point, no matter how small. It's important. Go even so far as to
document things you think you might have done even if not sure, just
document what you know is fact and what may not be. The next times
through the problem you will want to compare and document if any of the
steps change, as that will be very important data to know.
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2) Document Symptoms

Now document everything about the problem that you can see, again without
touching anything. DON'T change the status of the thing you are trying to

troubleshoot THIS IS CRITICAL. Remember the more data you gather the
quicker you will locate the root cause.
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2) Document Symptoms

While you are iterating over the problem once you are done documenting the
latest change another thing to remember 1s 1f you made a change and the
change you made does not change the problem, remove the change, don't
leave it 1n to only add a new problem once you find and fix the root cause of
this problem.

This happens to many folks, they forget to remove hacks they added to
localize the problem and later they have new problems to fix.
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3) Analyze
A key part of the Seven Step troubleshooting process is: You only get to

ke ¢ ange at a e, So you analyze your data with an eye on how
you can ehmlnate p0881b111t1es If you make more then a smgle change at a
time 1t 1s going to make i1t impossible to understand what 1s going on when
symptoms change.
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3) Analyze

The purpose of analyzing this data is to figure out how to localize the
problem, we want to figure out a test that will eliminate sections of
code/hardware from the problem.

Read the data you have gathered to this point, analyze i1t and try to
understand as much as you can at this point.

Part of the process i1s knowing if the bug 1s repeatable or intermittent, so you
will need to reboot and start again and see 1f you can recreate the bug. If the
bug 1s intermittent but can be repeated periodically you need to record just
how often you can recreate it and how many times you can't.
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3) Analyze

If this 1s your first pass through the problem you may want to instrument the
hardware to better understand the problem, that's fine, however that counts
as a change so once you figure out what you need attached or changed to
gather more information jump to step 4.

Now you want to divide an conquer, based upon what you know from
analyzing your data how can you eliminate part of the system? You can only
make a single change so look at the entire problem and see what is the best
SINGLE change you can make to divide the problem in half. Once you
understand your data and have chosen what you want to change goto to step
4
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3) Analyze

If after analyzing the data you have arrived at the root cause of the problem
and you know how to fix the bug:

Remove all of the changes you made to localize the problem.

Apply the fix, and jump to step 2 again one more time. If another iteration
shows you have indeed fixed the problem jump to step 5.




Seven Step Troubleshooting Process

4) Change

Make a single change, whether that be instrumentation or a change to try
and zone 1n on the root cause of the problem.

Once you have made your change go back to step 2, and run through the process
again.
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5) Fix

If you are positive that you have identified the root cause, and you have the
correct fix to the problem, Apply it. On a computer bug package it up and
install it on a clean system and jump to step 6.




Seven Step Troubleshooting Process

6) Re-Test

Time to test once last time, make sure it's really fixed, if not back to step 2
and start again.

If it worked for you, see if you can get someone else with the same
configuration to test it for you. Post information in the bug on the packages,
files, whatever so the tester can replicate and validate your assumptions.

If 1t is fixed on to step 7,
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7) Document the Resolution
You are not done until document everything you have done.
Applied a patch or package fix for the bug.

Until any technical person could read, understand and replicate what you
have done you are not finished.

Also note any testers other than yourself that validated your fix.
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Questions.
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